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CONTENTS of the "Security Professional Diploma"

Domain 1 - Administrative Principles Applicable to the Security Sector
Chapter 1: Management and Leadership
Chapter 2: Decision Making
Chapter 3: What Strategy Is and Why It's Important
Chapter 4: Assessment of the external environment
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Chapter 5: The internal environment: assessment of resources, capacities, and

competitiveness

Chapter 6: Enterprise-Level Strategies

Chapter 7: Strategies at the Corporate Level

Chapter 8: International Business

Chapter 9: Building an Organization Capable of Executing a Good Strategy

Chapter 10: Internal Operations Management: Promoting Good Strategy Execution

Chapter 11: Corporate Culture and Its Impact on Strategy Execution

Chapter 12: Key Business Metrics and Measures: Analytics for Security Professionals

Annex: Security Standards

Domain 2 - Crisis Management
Chapter 1: Crisis, Emergency, and Business Continuity Management
Chapter 2: General Event Response and Management
Chapter 3: Planning Business Continuity Management
Chapter 4: Emergency Response Planning
Chapter 5: Crisis Management Planning
Chapter 6: Planning for Specific Events
Annex A (Informational): Emergencies in case of labor strikes
Annex B (Informational): General Information on Pumps
Annex C (Informational): Terrorism

Domain 3 - Personnel Security
Chapter 1: Security Operations
Chapter 2: Safety Training
Chapter 3: The Security Services Contract
Chapter 4: Consultants as a protection resource
Chapter 5: Executive Protection
Chapter 6: Security Awareness
Chapter 7: Substance Abuse in the Workplace
Chapter 8: Preventing Workplace Violence
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Domain 4 - Physical Security
Chapter 1: Concepts in Security Risk Management
Chapter 2: Functions of Physical Security
Chapter 3: Planning and Conducting Physical Security Assessments
Chapter 4: Measuring Effectiveness: Concepts in Physical Security Metrics
Chapter 5: Design Basics
Chapter 6: Factors Influencing Physical Security Design
Chapter 7: Security Architecture and Engineering
Chapter 8: Integrated Safety and Security Strategies
Chapter 9: Structural safety measures
Chapter 10: Crime Prevention through Environmental Design
Chapter 11: Electronic Security Systems
Chapter 12: Human Resources in the Security Sector
Chapter 13: Principles of Project Management
Chapter 14: Project Management: Systems design and approach
Chapter 15: System Implementation
Chapter 16: Follow-on and support activities
Chapter 17: Business Continuity Management
Appendix A: Key Terms and Definitions
Appendix B: Physical and Life Security Considerations in High-Rise Buildings
Appendix C: Standards in Security

Domain 5 - Investigations
Chapter 1: PDCA Approach and Investigations Management
Chapter 2: Undercover Investigations
Chapter 3: Due Diligence Investigations
Chapter 4: Background Investigations and Pre-employment Screening
Chapter 5: Interview
Chapter 6: Evidence
Chapter 7: Testimony
Chapter 8: Maximizing Research
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Domain 6 - Security Management
Chapter 1: Enterprise Security Risk Management
Chapter 2: Introduction to Enterprise Asset Protection
Chapter 3: Preventing Theft and Fraud in the Workplace
Chapter 4: Loss and Profitability Reporting
Chapter 5: Protecting Information Assets
Chapter 6: Ethical and Legal Considerations
Chapter 7: Business Principles
Chapter 8: Crisis Management
Chapter 9: Investigations
Chapter 10: Personnel
Chapter 11: Physical Security
Chapter 12: Global Security Trends
Chapter 13: Supply Chain Risk Management ("SCRM")

Domain 7 - Information Asset Protection
Chapter 1: Scope
Chapter 2: Management and Leadership
Chapter 3: Planning
Chapter 4: Implementing Protection Measures
Chapter 5: Competitive and Counter-competitive Intelligence
Chapter 6: Off-Premise Protection Risks
Annex A: Sample organizational policy on information asset protection
Annex B: Strategic and competitive intelligence code of ethics
Annex C: Information Protection Protocol Guide
Annex D: Resources
Annex E: Information Asset Protection and System (ISS) Body of Knowledge

Domain 8 - Legal Framework applicable to security (Example USA)
Chapter 1: Ethics in the Profession
Chapter 2: Sources of Law
Chapter 3: Civil Law
Chapter 4: Criminal Law
Chapter 5: Administrative Law
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